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Abstract: In order to solve the identify information exposure problem and the decryption unfairness problem in Lal et
al’s identity-based multi-receiver signcryption scheme, a novel identity-based multi-receiver signcryption scheme, using
the Lagrange interpolation method, was proposed to meet the requirements of the identity anonymity and the decryption
fairness. Based on the Bilinear Diffie-Hellman and computational Diffie-Hellman assumptions, the security of
IND-sMIBSC-CCA2 and EUF-sMIBSC-CMA was proved formally under the random oracle model, which shows that
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the proposed scheme can achieve the confidentiality and the unforgeablity required.
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e(hP,,.P) BT

WERR MIEfENONE M,
e(PW)=e(P,hd, +rQ,)

e(Ps(0,+R)) e(P.0,)
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5%, B143)—/> BDH il @541 (P, aP,bP,cP) ,
HI RS e(P,P)™ o B BHI—ABhikE (s X
3R PATR PR

Setup B W& P, =bP, ¥ params = (G,,
G,.q.e,P,R, P, H,H,, H,H,) {F ARG S H 4 4
WEIREZSHUE. 4 Wt HRESH
(ID;,ID}, -, ID] )

Hp, HL H). H « H, ABEFLTIS AL, I
H B i an :

XH . Hyv H « H, W0 45 R 5 il AE A
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H-query [] H i NS4 1D, je{l2.n},
Wk H —list PAFAE (D, x ), MR, A0, 3

ITEL TR,
1) BNl x e Z) .
2) #(ID,,x, ) FEN H —list
3) &\l x,

Hy-query 1] H fIA—DHMHID , je {1,
2,--,n} o WA H —list PAELE (D, ,0), TR
0, . MN,HEAT LR ER.

1) BEHLERE MR e Z) o

2) R ID, =D, ie{1,2,,n}, WHQ =1P-P,
HMHE o =1P.

3) ¥ (ID,.1,,0, ) fF N H, —list

4) &\ Q .

Hy-query [i] H i N—41%(M, X)), je 1,2,
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1) BEHLERE M EE e Z .

2) B (M, X b ) AN H, —list o

3) &\ A, .

Hy-query [f] H, 5N —JLHV, € G,,je ],
2,0y, WERH, —list PAELE (V. p, ) » MERIE] p,
34T B 2D ER

1) BENLESE PR p, e {01}

2) K6 (V.p,) FENH, —list o

3) &[Flp,

Phase 1 A [ B AT R,

AR 2 B BW R CT S 4
ID, (ID, #1ID;,i=1,2,,n) [f) R 330 ) 0, 39 75

H,-list 754 (ID,,7,0) , W R AF 1~ 4l
(ID,.1,,0,) AV HAA d, = 1P, (=1bP=bl P
=b(l,P-R+R)=b(Q,+R)), JFEIIL 4

B4 2wt . B O B E 4 2 B )
(M,L,ID,) (¥ L={ID,ID,,--,ID,} ) I, Uk &b
ID, #ID,(i=1,2,--,n) » BRHLESEr b ke Z , T
X=r'P-h(bP), W=r'(IP-P), P=kP, 13%|
(M. x,h), HAEH —tist PR, 1T (v, x) A AE
H, —list P, SWEPESE - hke z, , BEATU
LR, B KA AR (M, X, 0) B H, - list
. B W Vv =e(rp, kP), E H,~list "7 4
(V.p), W z=p@(ID | M), X5 B {r H —list
R (D), Wy, =(L-k)X, i=1,2,,n, I
MR L (i=1,2,--,n) « &, BGR%C C, FF

RIFI%5 4

R M M B WE —AE LR
C=<L,L- L, XW,Z> HF — 4~ H
D, ie{1,2,-n} M) fift 25 % W W LL S, 4

(ID,.x)e H—list, 5L S = L +xL ++(x" modq) L, -

fE H, —list 734k (1D,,1,0,), IHit5d=1P, =IbP,

pr=€O0d) ST LUE (1D, M) =
e(P.-4)

AL H, ~list T34 (ID ,2,0) » 35 0 . FJa¥iE

H,(V)®Z.

e(P.W)=e(hP,, +X.0 )e(hP, .B) JEMT AL MR
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B L.
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—ANEEFM S ID, . M B WE (M, M,) R D,
LU, BEBLIES: e {01}, XHiHE M, BEAT 2%
Bk, BAK H, ~list k135 1D, ie{1,2,--,n} AHX}
ML, RN AYI o =rP-P, tHHEW
yi=rQ =r(IP-PR), BEL ie{1,2,--,n} . BIR#
ERAME S C=< L, L, L, X W ,Z" >, L
X =aP , W =(h'b+r)[P-r'P , F =cP ,

Z=H,(e(r'P,.R)®(ID, || M,), JFHC iR 4.

Phase 2 A4 1% Phase 1 1 —HRETZ M),
T T R B U 1) 1S ) LU ) (D], 1D, -+, ID)) )
TSGR, RS AR AT L ) ¢

Guess %,  AYnHISEN gef{o1}, W
B=B, B I\ H, —list iEHL (v, p) , IHnh v 424 BDH
) 5 P £ o

S EEEMIT, HT X =r'P-h(bP)=
(r'=bh) P, FTUIAT =1 —bh » XN AT w=r(1P-P)
+hbP = (r'—bh)(LP—P) +bh(L P = P)+hbP = rQ, +hd »
HAEE y. =(1 -k) X =rP(l, —t)=r(1P—kP)=r(1LP-P)
=rQ,,i=12,n, HITEH L, N L4533 H
PREE S

R FE T, WE X =aP ,P=cP . T4
0, =H, (ID))=rP-P, ATAEEy =X (I -¢)
aP (Il —c)=a(I'P—cP)=aQ, , FFIEILHLHS I 4
EREAA R L. Kk, o 59brXh B ik
R o Tt SR A TR D00 L i, o 08 o AL T 75 p 4K
H, {33V =e(rP,,.P) =e(a(bP),cP)=e(P,P)",
¥ (V. p) TENH, —list , B WHHRHLH e(P,P)™

F LA B s i v i B0t PR 8 AL LT 58 3%
M — AN PR 22— A BT 0 % SO A 25 5 340 ]
ERELE, RN T H, ~list TRE—X (7, p,) 1E
H, —list THAIFAFAE—A b R — DAL= 30
b MR L . ML A
AT T q, IR B W) . B R H, —list BEHLIEEE V
i BDH B i B 45 8 ﬁg'%_q;‘“o H
T'=7+(2q,+4¢,)0(z,) (Hhr 2XEfe Mich
I A]) o BTEA, EH LA b DRI i R 2 4 A FOIE B ]
BN, ASTT S T B IR

EIR 4 (EREHLIE BT, SR AE—A SUF-
sSMIBSC-CMA #(F F e At a) 2 ), LL—ANAw]
20 AL & B AR (fihds 22 BEREAT g, (R H1ER
WHIw, g EXBFEMI N, « q, v g, 4, K
% Hash BB H « H,~ H - H, IR, WEE—
ANEVE B BEWAER o' ~7+q0(z) N, LA

9,

Rk CDH (s RAPES e IEFTTY
2

£ =Z¢€-

).

WERR NG D B AR F AR 7
LIBE &' fif ¥l CDH [)idl .

¥4, B 3% —A CDH |1 @56 (P,bP,cP),
HHMN S beP o B B —NEREEH HATUL T
(SN BUR

Setup B BIE B, =bP , K params=(G,,G,,
q.e,P,R, P, H,H ,H H){F W Z5S 5% F. K
HRGESHUG, Fith HbsS 6 o), Hhxb i, .
H, + H, KR ansE 4 hpmk.

Attack F [7] B 34700 R,

FARIFRIGH ) - 24 B I T 5 43 ID(ID=1D) )
WA, e |, —tise TP S48 (ID,,0) » THEE
S, =b(1P+P), IR F.

EaEFifaE  XF A (M,LID,) (G
L={ID,ID,, -, ID } )2 i, B BEHIERE e Z,
M PeG , W X =rP 76 H, ~list 4K (M, X", 1)
R, RPN ILEE ez, JFR
(M, X\h") £ N H —list « & H,-list 11 7 &
(ID,,1,0,),» #3Q : W RLAR, Bkt
Lez , Wil o =iP-R. RIFFK(ID,1,0 ) fEAN
H,~list, WHw'=h'd +r'Q =h'bl P+ r'(IP-P)
=1 P(bh'+r')-r'R o TRt V'=e(rbP,R") , 1E
H, —list A (V,p"), WRKELB LR
pgeloy , JF K (vie) £ N, AP KA
Z'=p'®(M|ID,).BE H -list P4k (ID,,2) , FFil
ooy =Xx(L-k),i=12-n , ®H & 3 =
L,ie{l,2,,n} o B%, BRI C, JFRMIZ: F,

Forgery F/E—NHMREXC =<L,L,, -,
L,X' W, Z" > i FXA Pyt /e e i), it a6
e(PW")= e(hP, +X,0 )e(hP,,B) W L. & X
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FRT] ) o+ i 2 5 3 (n+2)|G)[+m|+n|ID|+Z,|
ESL 1 1 nt3 1 2 10 ()| G1[+|Gal+|IDIHm|
7 %[10] 0 3n 3n+2 1 3 11 (2n+2)|G[+2n[ID|+m|
ENYIES 1 1 n+3 1 3 11 (n+2)|G) [+{ID|+|m|

c=h, TRAW =hd +rQ =h(blP)+ rQ =bcP+1Q ,
XAERR 2 5 HEEU L CDH [ K8 beP=W —1Q o

NP5 S B LA T A A A e
BELUATT 9, UCH, W, B R4V
mwmmzmﬁ%@?,mu%ﬂﬁ%a%ﬂf,
Hr'=7+490(z7,) (Gth g, ZXIEH e IS FIN ).
T LA, HH AL DR ) RURT 22 4 A FRE W R 601, AS T
FEW AT DI o
43 MEESUEL N

o, FRRAITEYRe . ST
G 238 2% 7 AT IR, AR RSEIT
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